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Introduction

About this guide

This document will help you integrate Amazon S3 compatible services into your WHMCS
provisioning and billing system. The guide is primarily intended for developers who already have
working storage clusters with properly configured Amazon S3-like roles and gateways.

In this document, you will find examples of integrating Virtuozzo Infrastructure S3 clusters via CLI
and REST API, as well as in WHMCS. Using this guide as a starting point, you will be able to create
basic storage-as-a-service offerings based on Virtuozzo Infrastructure.

About WHMCS

WHMCS is an all-in-one hosting automation platform with client management, provisioning of
services, billing and support. It handles everything from signup to termination of customers. Its
functionality is expandable with extensions, add-ons, and hooks executing third-party code on
certain events. You can find more information about WHMCS at https://www.whmcs.com/.

About S3 clusters

Virtuozzo Infrastructure allows you to export cluster disk space to customers in the form of an S3-
like object-based storage.

Virtuozzo Infrastructure is implemented as an Amazon S3-like API, which is one of the most
common object storage APIs. End users can work with Virtuozzo Infrastructure as they work with
Amazon S3. You can use the usual applications for S3 and continue working with them after the
data migration from Amazon S3 to Virtuozzo Infrastructure.

More details on S3 clusters are provided in the Administrator Guide.

Integration methods

Virtuozzo Infrastructure provides an orchestration representational state transfer (REST) APl as well
as an Amazon S3 compatible REST API.

With the orchestration API, you can manage users and buckets, configure user and bucket limits,
and collect usage statistics. You can use the orchestration APl by means of a single CLI tool shipped
with Virtuozzo Infrastructure.

The Amazon S3 compatible REST API also enables you to manage users and buckets, configure user
and bucket limits, and collect usage statistics. The user model and access policies comply with those
of Amazon S3.


https://www.whmcs.com/
https://docs.virtuozzo.com/virtuozzo_infrastructure_7_3_admins_guide/
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Integration via command-line interface

This chapter explains ways to use the command-line interface (CLI) to provision, enable, disable, and
terminate S3 users and accounts, as well as set user and bucket limits for billing purposes.

Managing S3 users via CLI

The concept of an S3 user is one of the base concepts of object storage along with those of an
object and a bucket (a container for storing objects). The Amazon S3 protocol uses a permission
model based on access control lists (ACLs), where each bucket and each object are assigned an ACL
that lists all users with access to the given resource and the type of this access (read, write, read
ACL, or write ACL). The list of users includes the entity owner assigned to every object and bucket at
creation. The entity owner has extra rights compared to other users. For example, the bucket owner
is the only one who can delete that bucket.

User model and access policies implemented in Virtuozzo Infrastructure comply with the Amazon S3
user model and access policies.

User management scenarios in Virtuozzo Infrastructure are largely based on the Amazon Web
Services user management and include the following operations: create, query, and delete users, as
well as generate and revoke user access key pairs.

You can manage users with the ostor-s3-admin tool.
To do it via CLI, you will need to know the ID of the volume that they are in. You can obtain it with

the ostor-ctl get-config command. For example:

# ostor-ctl get-config -n 10.94.97.195

VOL_ID TYPE STATE
0100000000000002 0BJ READY
Note

As ostor-s3-admin commands are assumed to be issued by object storage administrators, they do
not include any authentication or authorization checks.

Adding S3 users via CLI

You can generate a unique random S3 user ID and an access key pair (53 Access Key ID, S3 Secret
Access Key) using the ostor-s3-admin create-user command. You need to specify a user email. For

example:

# ostor-s3-admin create-user -e user@email.com -V 0100000000000002
UserEmail:user@email.com

Userld:a49e12a226bd760f
KeyPair[@]:S3AccessKeyId:a49e12a226bd760fGHQ7



KeyPair[@]:S3SecretAccessKey:HSDu2DA@@INGjnRcAhLKfhrvlymzOVdLPsCK2dcq

Flags:none

S3 user ID is a 16-digit hexadecimal string. The generated access key pair is used to sign requests to
the S3 object storage according to the Amazon S3 Signature Version 2 authentication scheme.

Listing S3 users via CLI

You can list all object storage users with the ostor-s3-admin query-users command. Information for
each user can take one or more sequential rows in the table. Additional rows are used to lists S3
access key pairs associated with the user. If the user does not have any active key pairs, minus signs

are shown instead. For example:

# ostor-s3-admin query-users -V 0100000000000002

S3 USER ID S3 ACCESS KEY ID
bfoOb3b15eb7c9019 bfOb3b15eb7c9019I36Y
d866d9d114cc3d20 d866d9d114cc3d20G456

d866d9d114cc3d20DSEW
e86d1c19e616455 -

To output the list in XML, use the -X option; to output secret keys, use the -a option. For example:

S3 SECRET ACCESS KEY
kK
K%Kk
*kk

# ostor-s3-admin query-users -V 0100000000000002 -a -X

<?xml version="1.0" encoding="UTF-

8"7?><QueryUsersResul t><Users><User><Id>a49e12a226bd760f</Id><Email>user@email.com</Email
><Keys><0wnerId>0000000000000000</0wnerId><KeyPair><S3AccessKeyld>a49e12a226bd760fGHQ7</
S3AccessKeyId><S3SecretAccessKey>HSDu2DAO@INGjnRcAhLKfhrvlymzOVdLPsCK2dcqg</S3SecretAcces
sKey></KeyPair></Keys></User><User><Id>d7c¢53fc1f931661f</Id><Email>user@email.com</Email
><Keys><0wnerId>0000000000000000</0wnerId><KeyPair><S3AccessKeyIld>d7c53fc1f931661fZLIV</
S3AccessKeyId><S3SecretAccessKey>JL7gt10H873zROFzv80h9ZuA6JtCVnkgV71ET6ET</S3SecretAcces

sKey></KeyPair></Keys></User></Users></QueryUsersResult>

Querying S3 user information via CLI

To display information about the specified user, use the ostor-s3-admin query-user-info command.
You need to specify either the user email (-e) or S3 ID (-i). For example:

S3 USER EMAIL
user2@abc.com
userl@abc.com

user3@abc.com

# ostor-s3-admin query-user-info -e user@email.com -V 0100000000000002
Query user: user i1d=d866d9d114cc3d20, user email=user@email.com
Key pair[0]: access key id=d866d9d114cc3d20G456,

secret access key=5EAne6PLL1jxprouRqgq8hmfONMfgrJcOwbowCoTt

Key pair[1]: access key id=d866d9d114cc3d20D8EW,

secret access key=83tTsNAuuRyoBBghxMFqHAC6QdhKHtTCCkQe54zu



Disabling and enabling S3 users via CLI
You can disable a user with the ostor-s3-admin disable-user command. You need to specify either

the user email (-e) or S3 ID (-i). For example:

# ostor-s3-admin disable-user -e user@email.com -V 0100000000000002

To enable a disabled user, use the ostor-s3-admin enable-user command. You need to specify
either the user email (-e) or S3 ID (-1). For example:

# ostor-s3-admin enable-user -e user@email.com -V 0100000000000002

Deleting S3 users via CLI

You can delete existing object storage users with the ostor-s3-admin delete-user command. Users
who own any buckets cannot be deleted, so delete user’s buckets first. You need to specify either
the user email (-e) or S3 ID (-i). For example:

# ostor-s3-admin delete-user -i bf@b3b15eb7c9019 -V 0100000000000002
Deleted user: user id=bf0b3b15eb7c9019

Generating S3 user access key pairs via CLI

You can generate a new access key pair for the specified user with the ostor-s3-admin gen-access-
key command. The maximum of 2 active access key pairs are allowed per user (same as with the
Amazon Web Services). You need to specify either the user email (-e) or S3 ID (-i). For example:

# ostor-s3-admin gen-access-key -e user@email.com -V 0100000000000002
Generate access key: user id=d866d9d114cc3d20, access key id=d866d9d114cc3d20DSEW,
secret access key=83tTsNAuuRyoBBghxMFQHAC60dhKHtTCCkQe54zu

It is recommended to periodically revoke old and generate new access key pairs.

Revoking S3 user access key pairs via CLI

You can revoke the specified access key pair of the specified user with the ostor-s3-admin revoke-
access-key command. You need to specify the access key in the key pair you want to delete as well
as the user email or S3 ID. For example:

# ostor-s3-admin revoke-access-key -e user@email.com -k de86d1c19e616455YIPU -V
0100000000000002
Revoke access key: user id=de86d1c19e616455, access key id=de86d1c19e616455YIPU



Managing S3 accounts via CLI

This section describes how to manage S3 accounts via the command-line interface. An S3 account is
a container for S3 user with additional credentials. An account is owned by a single user while a user
can have multiple accounts.

Creating S3 accounts via CLI

You can create an account for an S3 user and generate an access key pair (53 Access Key ID, S3
Secret Access Key) by using the ostor-s3-admin create-account command. You need to specify the
user email and an account name. For example:

# ostor-s3-admin create-account -V 0100000000000002 -n account -e user@email.com
UserEmail:user@email.com

UserId:b09693b73b3c7686

AccountName:account

Flags:none

KeyPair[0]:S3AccessKeyId:b09693b73b3c7686ESYQ
KeyPair[01]:S3SecretAccessKey:VxGZc12KKECUe1361IWrvXSVvZ0OdZAsfg4plL4M7T

The first 16 symbols of the generated access key ID are equal to the user ID.

Listing S3 accounts via CLI

You can list all accounts of an S3 user with the ostor-s3-admin list-user-accounts command.
Information for each account can take one or more sequential rows in the table. Additional rows are
used to lists S3 access key pairs associated with the account. If the account does not have any active
key pairs, they are not shown in the output. You need to specify either the user email (-e) or S3 1D (-
i). For example:

# ostor-s3-admin list-user-accounts -V 0100000000000002 -e user@email.com

NAME USER_ID EMAIL S3AccessKeyId S3SecretAccessKey

accountl b09693b73b3c7686 user@email.com b09693b73b3c768613NV ***

account2 b09693b73b3c7686 user@email.com b09693b73b3c7686LCZ5 ***
b09693b73b3c76866NI2 ***

account3 b09693b73b3c7686 user@email.com

Querying S3 account information via CLI

To display information about the specified account, use the ostor-s3-admin query-account-info
command. You need to specify either the user email (-e) or S3 ID (-i) and the account name. For
example:

# ostor-s3-admin query-account-info -V 0100000000000002 -n account -e user@email.com
UserEmail:user@email.com
UserId:b09693b73b3c7686



AccountName:account

Flags:none

KeyPair[0]:S3AccessKeyId:b09693b73b3c7686ESY0
KeyPair[@]:S3SecretAccessKey:VxGZc12KKECUe1361IWrvXSVvZ0dZAsfg4plL4M7T

Deleting S3 accounts via CLI
You can delete existing S3 accounts with the ostor-s3-admin delete-account command. You need to

specify either the user email (-e) or S3 ID (-i) and the account name. For example:

# ostor-s3-admin delete-account -V 0100000000000002 -n account -e user@email.com

Generating S3 account access key pairs via CLI

You can generate a new access key pair for the specified account of an S3 user with the ostor-s3-
admin gen-access-key command. The maximum of 2 active access key pairs are allowed per account.
You need to specify either the user email (-e) or S3 ID (-i) and the account name. For example:

# ostor-s3-admin gen-access-key -V 0100000000000002 -n account -e user@email.com
S3AccessKeyId:b09693b73b3c7686WCF3
S3SecretAccessKey:GMzOPHI66qgbnxjrgFMHrN2fnx jkGf67u90Xec3PQ

It is recommended to periodically revoke old and generate new access key pairs.

Revoking S3 account access key pairs via CLI

You can revoke the specified access key pair for the specified account of an S3 user with the ostor-
s3-admin revoke-access-key command. You need to specify the access key in the key pair you want
to delete, as well as the user email (-e) or S3 ID (-1). For example:

# ostor-s3-admin revoke-access-key -e user@email.com -k de86d1c19e616455YIPU -V
0100000000000002

Managing S3 user and bucket limits via CLI

This section describes limits you can define for users and buckets via the command-line interface.
You can apply the limits according to specific options that can be a part of your service plan.

Setting operations per second for users via CLI

You can limit operations rate with the set-limits command and the following parameters: -e
specifying the email address, -t ops specifying the limit type, and -L default=, get=, put=, list=, or
delete= specifying the limit key:



# ostor-s3-admin set-limits -e client@example.com -t ops -L get=3600
ops:default=0.000ps/s

ops:get=3600.000ps/s

ops:put=0.000ps/s

ops:1list=0.000ps/s

ops:delete=0.000ps/s

bandwidth:out=0kbs/s

Setting bandwidth per second for users via CLI

You can limit outgoing bandwidth of a response with the set-1imits command and the following
parameters: -e specifying the email address, -t bandwidth specifying the limit type, and -L out=
specifying the limit key:

# ostor-s3-admin set-limits -e client@example.com -t bandwidth -L out=100
ops:default=0.000ps/s

ops:get=3600.000ps/s

ops:put=0.000ps/s

ops:1list=0.000ps/s

ops:delete=0.000ps/s

bandwidth:out=100kbs/s

Querying user limits via CLI

You can display the current limits with the query-1limits command and parameter -e specifying the
email address:

# ostor-s3-admin query-limits -e client@example.com
ops:default=0.000ps/s

ops:get=3600.000ps/s

ops:put=0.000ps/s

ops:list=0.000ps/s

ops:delete=0.000ps/s

bandwidth:out=100kbs/s

Deleting user limits via CLI

You can delete the current limits with the rm-1imits command and parameter -e specifying the
email address:

# ostor-s3-admin rm-limits -e client@example.com
ops:default=0.000ps/s

ops:get=0.000ps/s

ops:put=0.000ps/s

ops:1list=0.000ps/s

ops:delete=0.000ps/s

bandwidth:out=0kbs/s



Setting operations per second for buckets via CLI

You can limit operations rate with the set-limits command and the following parameters: -b
specifying the bucket name, -t ops specifying the limit type, and -L default=, get=, put=, list=, or
delete= specifying the limit key:

# ostor-s3-admin set-limits -b example -t ops -L get=3600
ops:default=0.000ps/s

ops:get=3600.000ps/s

ops:put=0.000ps/s

ops:1list=0.000ps/s

ops:delete=0.000ps/s

bandwidth:out=0kbs/s

Setting bandwidth per second for buckets via CLI

You can limit outgoing bandwidth of a response with the set-1imits command and the following
parameters: -b specifying the bucket name, -t bandwidth specifying the limit type, and -L out=
specifying the limit key:

# ostor-s3-admin set-limits -b example -t bandwidth -L out=100
ops:default=0.000ps/s

ops:get=3600.000ps/s

ops:put=0.000ps/s

ops:1list=0.000ps/s

ops:delete=0.000ps/s

bandwidth:out=100kbs/s

Querying bucket limits via CLI

You can display the current limits with the query-1limits command and parameter -b specifying the
bucket name:

# ostor-s3-admin query-limits -b example
ops:default=0.000ps/s
ops:get=3600.000ps/s

ops:put=0.000ps/s

ops:1list=0.000ps/s

ops:delete=0.000ps/s
bandwidth:out=100kbs/s

Deleting bucket limits via CLI

You can delete the current limits with the rm-1imits command and parameter -b specifying the
bucket name:



# ostor-s3-admin rm-limits -b example
ops:default=0.000ps/s
ops:get=0.000ps/s

ops:put=0.000ps/s

ops:1list=0.000ps/s
ops:delete=0.000ps/s
bandwidth:out=0kbs/s

Managing S3 user and bucket quotas via CLI

This section describes quotas you can define for S3 users and buckets via the command-line
interface. These quotas limit object storage usage per user or per bucket. You can apply them to
different users or buckets separately or set the default quotas to apply them to all S3 users and
buckets by default.

Setting quotas for users via CLI

You can limit storage usage per user with the set-quotas command and the following parameters: -
e specifying the email address or -i specifying the user ID, and -q specifying the usage limit in
gigabytes:

# ostor-s3-admin set-quotas -e user@example.com -q 1024 -V 0100000000000002
version: '1'
size: '1024'
type: 'user'

# ostor-s3-admin set-quotas -i fal153230721eedd5 -q 1024 -V 0100000000000002
version: '1'
size: '1024'
type: 'user'

Querying user quotas via CLI

You can display the specific quotas per user with the query-quotas command and the following
parameters: -e specifying the email address or -i specifying the user ID:

# ostor-s3-admin query-quotas -e user@example.com -V 0100000000000002
version: '1'
size: '1024'
type: 'user'

# ostor-s3-admin query-quotas -i fa153230721eedd5 -V 0100000000000002
version: '1'
size: '1024'
type: 'user'



Deleting user quotas via CLI

You can delete the current quotas per user with the rm-quotas command and the following
parameters: -e specifying the email address or -i specifying the user ID:

# ostor-s3-admin rm-quotas -e user@example.com -V 0100000000000002
successfully removed quotas

# ostor-s3-admin rm-quotas -i fa153230721eedd5 -V 0100000000000002
successfully removed quotas

Setting quotas for buckets via CLI

You can limit storage usage per bucket with the set-quotas command and the following parameters:
-b specifying the bucket name and -q specifying the usage limit in gigabytes:

# ostor-s3-admin set-quotas -b bucketl -q 256 -V 0100000000000002
version: '1'

size: '256'

type: 'bucket'

Querying bucket quotas via CLI

You can display the specific quotas per bucket with the query-quotas command and parameter -b
specifying the bucket name:

# ostor-s3-admin query-quotas -b bucketl -V 0100000000000002
version: '1'

size: '256'

type: 'bucket'

Deleting bucket quotas via CLI
You can delete the current quotas per bucket with the rm-quotas command and parameter -b

specifying the bucket name:

# ostor-s3-admin rm-quotas -b bucketl -V 0100000000000002
successfully removed quotas

Setting default quotas via CLI

You can limit storage usage for all users or buckets by default with the set-quotas command and the
following parameters: -o specifying user for users or bucket for buckets, and -q specifying the usage
limit in gigabytes:



# ostor-s3-admin set-quotas -o user -q 1024 -V 0100000000000002
version: '1'
size: '1024'
type: 'user'

# ostor-s3-admin set-quotas -o bucket -q 256 -V 0100000000000002
version: '1'

size: '256'

type: 'bucket'

Querying default quotas via CLI

You can display the default quotas for all users or buckets with the query-quotas command and the
following parameters: -o specifying user for users or bucket for buckets:

# ostor-s3-admin query-quotas -o user -V 0100000000000002
version: '1'
size: '1024'
type: 'user'

# ostor-s3-admin query-quotas -o bucket -V 0100000000000002
version: '1'

size: '256'

type: 'bucket'

Deleting default quotas via CLI

You can delete the current default quotas for all users or buckets with the rm-quotas command and
the following parameters: -o specifying user for users or bucket for buckets:

# ostor-s3-admin rm-quotas -o user -V 0100000000000002
successfully removed quotas

# ostor-s3-admin rm-quotas -o bucket -V 0100000000000002
successfully removed quotas



Integration via REST API

This chapter explains ways to provision, enable, disable, and terminate S3 users and accounts, as
well as set user and bucket limits for billing purposes.

The provided examples are Bash commands with which you can send requests to S3 cluster’s REST
APl via cURL and OpenSSL. Responses are in JSON format and can be processed further with tools
like json_pp or json_reformat.

Note
Replace http://s3.example.comin examples with your actual S3 gateway URL.

Requirements for integration via REST API

Any operation or management request must be authenticated with a signed request via Signature
Version 2 or 4 of the Amazon S3 protocol of the corresponding S3 system user. To authenticate API
requests, you need to create a system user. First, obtain the volume ID with the ostor-ctl get-
config command. For example:

# ostor-ctl get-config -n 10.94.97.195
VOL_ID TYPE STATE
0100000000000002  OBJ READY

Then, create a system user on any storage node in the cluster with the ostor-s3-admin create-user
-S -e <email>command. For example:

# ostor-s3-admin create-user -S -e user@example.com -V 0100000000000002
UserEmail:user@example.com

Userld:a14040e0b2ef8b28

KeyPair[0]:S3AccessKeyId:a14040e0b2ef8b28FZZ8
KeyPair[01]:S3SecretAccessKey:dbwTnQTW602aAAdq8DQVFzB6yrTCFTNiGB8C8RFA
Flags:system

With this user, you can now authenticate further API requests for managing the S3 cluster. You can
create multiple system accounts for different types of management operations.

Preparing the environment

Examples in this chapter use cURL for authentication as well as GET, PUT, POST, and DELETE requests
run in Bash. To make sending requests easier, you can create the following script ~/.s3_environment,
replacing s3_key with S3AcessKeyId and s3_secret with S3SecretAccessKey of a system user:

# S3 login variables.
s3_key="a14040e0b2ef8b28FZZ8"
s3_secret="dbwTnQTW602aAAdg8DQVFzB6yrTCFTNiGB8C8RFA"



# Sign S3 requests and run curl.
function s3_curl() {

# Parse command line.

if [ -z "${2}" 1; then
echo "Usage: ${FUNCNAME[0]} <request_type> <s3_url> [<body_file>]"
return 1

fi

# Prepare a signature.
s3_url="${2%/*}"
s3_host="${s3_url##*x://}"
s3_query="${2##x/}"
s3_date="$(date -R)"

# Use UNSIGNED-PAYLOAD for the body.
payload_hash="x-amz-content-sha256:UNSIGNED-PAYLOAD"

# Generate a signature.
s3_signature="$(echo -en "${1}\n\n\n${s3_date}\n${payload_hash}\n/${s3_query%%&*}"

openssl dgst -shal -hmac ${s3_secret} -binary | base64)"

content_length="0"

# Check if a body file is provided.

if [ -n "${3}" 1; then
content_length=$(cat ${3} | wc -c )
body_option="--data-binary @${33}"

else
body_option=

fi

# Make the request.
curl -H "Host: ${s3_host}" \
-H "Accept: */*" \
-H "Date: ${s3_date}" \
-H "${payload_hash}" \
-H "Authorization: AWS ${s3_key}:${s3_signature}" \
-H "Content-Type:" \
-H "Content-Length: ${content_length}" \
=X "${13" N\
${body_option} \
"${s3_url}/${s3_query}"

Load the script into your default environment to make the s3_curl function available.

# source ~/.s3_environment

Once the script is loaded, you can make S3 requests using s3_curl.
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Enabling statistics

You need to have statistics collection enabled on your S3 gateway. The S3 gateway will save the
statistics as regular storage objects. On each S3 storage node, create a file
/var/lib/ostor/local/gw.conf with the following contents:

# Enable usage statistics collection.
S3_GW_COLLECT_STAT=1

Restart the S3 storage service to apply the configuration changes. Run the following command on all

S3 storage nodes:

# systemctl restart ostor-agentd.service

Managing S3 users and listing buckets via REST API

This section describes how to manage users via the REST API in a service provider scenario. New
customers will sign up for the service during purchase in your online store and you will need to
create users for them in the S3 cluster.

Creating S3 users via REST API

You can create an S3 user by sending a PUT request to the ostor-users service along with an email
address:

# s3_curl PUT "http://s3.example.com/?ostor-users&emailAddress=user@example.com"

{

"UserEmail": "user@example.com",
"UserId": "cab5631f9f3d59dc",
"AWSAccessKeys": [

{
"AWSAccessKeyId": "ca55631f9f3d59dcDF4M",
"AWSSecretAccessKey": "QCbj17BzeepyvUAdJeFNFYW9fCzbgOuFal6e5pGm"

Listing S3 users via REST API

You can list information about all users by sending a GET request to the ostor-users service.
Additional rows may list S3 access key pairs associated with each user. For example:

# s3_curl GET "http://s3.example.com/?ostor-users"

L



"UserEmail": "user@example.com",
"UserId": "a14040e0b2ef8b28",
"State": "enabled",

"OwnerId": "0000000000000000"

be

{
"UserEmail": "user@example.com",
"UserId": "ca55631f9f3d59dc",
"State": "enabled",
"OwnerId": "0000000000000000"

3

Querying S3 users via REST API

You can display information, status, and all accounts of a user by sending a GET request to the
ostor-users service along with the user email address:

# s3_curl GET "http://s3.example.com/?ostor-users&emailAddress=user@email.com"
{

"UserEmail": "user@email.com",

"UserId": "b09693b73b3c7686",

"State": "enabled",

"OwnerId": "0000000000000000",

"Flags": [1,
"AWSAccessKeys": [
{

"AWSAccessKeyId": "b09693b73b3c7686FIGH",
"AWSSecretAccessKey": "jO02p4JBNTtWc4FEGxwZ8gW2jPCIBYp8RJI4KgBcZP"
3
i[p
"AccountCount": "3",
"Accounts": [
{
"Name": "accountl1",
"AWSAccessKeys": [
{
"AWSAccessKeyId": "b09693b73b3c768613NV",
"AWSSecretAccessKey": "CBUpFmnpUGlXskTivgDQu4qjYksWpceGZeH6Qyct"
}
]
P
{
"Name": "account2",
"AWSAccessKeys": [
{
"AWSAccessKeyId": "b09693b73b3c7686LCZ5",
"AWSSecretAccessKey": "xLpUDFIMFMO5rR9acAbUDplrPqIO6fnekKNFjEB5c"
8
{
"AWSAccessKeyId": "b09693b73b3c76866NI2",
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"AWSSecretAccessKey": "ajowU8pWSGW5ZJhA7AR90jTrt11HMHPCIsMd247W"

}
]
be
{
"Name": "account3",
"AWSAccessKeys": []
3

Disabling and enabling S3 users via REST API

You can disable a user (users are enabled by default) by sending a POST request to the ostor-users
service along with the user email address and the disable parameter:

# s3_curl POST "http://s3.example.com/?ostor-
users&emailAddress=user@example.com&disable"

You can enable a previously disabled user by sending a POST request to the ostor-users service
along with the user email address and the enable parameter:

# s3_curl POST "http://s3.example.com/?ostor-users&emailAddress=user@example.com&enable"

Deleting S3 users and buckets via REST API

You can delete an existing user by sending a DELETE request to the ostor-users service along with
the user email address:

# s3_curl DELETE "http://s3.example.com/?ostor-users&emailAddress=user@example.com"

Users who own buckets cannot be removed until their buckets are deleted. To get a list of user’s
buckets, send a GET request to the ostor-buckets service along with the user email address:

# s3_curl GET "http://s3.example.com/?ostor-buckets&emailAddress=user@example.com"
{
"Buckets": [
{
"size": {
"current": 12288,
"h_integral": 7360512,
"hmax": 12288,
"last_ts": 424241
b
"epoch": 0,
"owner_id": "ba7eba06129464c5",
"name": "bucketname",



"creation_date": "2018-05-25T17:12:00.000Z"
3]

You can then delete buckets by name:

# s3_curl DELETE "http://s3.example.com/bucketname"

Generating S3 user access keys via REST API

You can generate a new or additional access key pair for the specified user by sending a POST
request to the ostor-users service along with the user email address and the genkey parameter:

# s3_curl POST "http://s3.example.com/?ostor-users&emailAddress=user@example.com&genKey'
{

"UserEmail": "user@example.com",

"UserId": "ca55631f9f3d59dc",

"AWSAccessKeys": [

{
"AWSAccessKeyId": "cab55631f9f3d59dcZMDX",
"AWSSecretAccessKey": "ffWvnOcNiHOjkQod4huv51BMYBuSWs4zRLFVwd4d"

Revoking S3 user access keys via REST API

You can revoke the specified access key pair of the specified user by sending a POST request to the
ostor-users service along with the user email address and access key in the key pair:

# s3_curl POST "http://s3.example.com/?ostor-
users&emailAddress=user@example.com&revokeKey=ca55631f9f3d59dcZMDX"

Listing S3 user buckets via REST API

You can list all buckets in S3 with the ostor-buckets service:

# s3_curl GET "http://s3.example.com/?ostor-buckets"
{
"Buckets": [
{
"size": {
"current": 12288,
"h_integral": 7360512,
"hmax": 12288,
"last_ts": 424241



"epoch": 0,

"owner_id": "ba7eba06129464c5",

"name": "bucketl",

"creation_date": "2018-05-25T17:12:00.000Z"

"size": {
"current": 46700160,
"h_integral": 28160196480,
"hmax": 46700160,
"last_ts": 424237
B
"epoch": 0,
"owner_id": "ba7eba06129464c5",
"name": "bucket2",
"creation_date": "2018-05-25T13:51:55.000Z"

"size": {
"current": 12288,
"h_integral": 8036352,
"hmax": 12288,
"last_ts": 424186
B,
"epoch": 0,
"owner_id": "9d80d59edbe2862a",
"name": "bucket3",
"creation_date": "2018-05-23T10:30:49.000Z"

13

To list only the buckets that are owned by a particular S3 user, specify the user email address along
with the request:

# s3_curl GET "http://s3.example.com/?ostor-buckets&emailAddress=useri@example.com"
{
"Buckets": [
{
"size": {
"current": 12288,
"h_integral": 7360512,
"hmax": 12288,
"last_ts": 424241

,

"epoch": 0,

"owner_id": "ba7eba06129464c5",

"name": "bucketl",

"creation_date": "2018-05-25T17:12:00.000Z"
be
{

"size": {
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"current": 46700160,
"h_integral": 28160196480,
"hmax": 46700160,
"last_ts": 424237

B

"epoch": 0,

"owner_id": "ba7eba06129464c5",
"name": "bucket2",

"creation_date": "2018-05-25T13:51:55.000Z"

13

To list only specific buckets, specify their names in the request body. To do this, create a JSON file
with a list of bucket names, and then pass it to the ostor-buckets service with the multi parameter:

# cat > buckets.json <<\EOT
["bucket2", "bucket3"]
EOT
# s3_curl GET "http://s3.example.com/?ostor-buckets&multi" buckets. json
{
"Buckets": [
{
"size": {
"current": 46700160,
"h_integral": 28160196480,
"hmax": 46700160,
"last_ts": 424237
8
"epoch": 0,
"owner_id": "ba7eba06129464c5",
"name": "bucket2",
"creation_date": "2018-05-25T13:51:55.000Z"

"size": {
"current": 12288,
"h_integral": 8036352,
"hmax": 12288,
"last_ts": 424186
B
"epoch": 0,
"owner_id": "9d80d59edbe2862a",
"name": "bucket3",
"creation_date": "2018-05-23T10:30:49.000Z"

13

Querying S3 user buckets via REST API

You can display information of a bucket by sending a GET request to the ostor-buckets service along
with the bucket name:



# s3_curl GET "http://s3.example.com/?ostor-buckets&bucket=bucket1"

{
"Buckets": [

{
"size": {
"current": 12288,
"h_integral": 7360512,
"hmax": 12288,
"last_ts": 424241

B

"epoch": 0,

"owner_id": "ba7eba06129464c5",

"name": "bucketl",

"creation_date": "2018-05-25T17:12:00.000Z"

13

Managing S3 accounts via REST API

This section describes how to manage S3 accounts via the REST APl in a service provider scenario.
An S3 account is a container for S3 user with additional credentials. An account is owned by a single

user while a user can have multiple accounts.

Creating S3 accounts via REST API

You can create an account for an S3 user by sending a PUT request to the ostor-accounts service

along with the user email address and an account name:

# s3_curl POST "http://s3.example.com/?ostor-
accounts&emailAddress=user@email.com&accountName=account"

{
"Name": "account",
"AWSAccessKeys": [
{
"AWSAccessKeyId": "bc6265392b818465V8NZ",
"AWSSecretAccessKey": "KcPbLkqOrbtLXCn3UggAz3CEurRXtikrT9ZeDVFa"
3
]
3

Deleting S3 accounts via REST API
You can delete an existing account of an S3 user by sending a DELETE request to the ostor-accounts

service along with the user email address and account name:

# s3_curl DELETE "http://s3.example.com/?ostor-
accounts&emailAddress=user@example.com&accountName=account"



Generating S3 account access keys via REST API

You can generate a new or additional access key pair for the specified account of an S3 user by
sending a POST request to the ostor-users service along with the user email address, account
name, and the genKey parameter:

# s3_curl POST "http://s3.example.com/?ostor-
users&emailAddress=user@email.com&accountName=account&genKey"

{
"UserEmail": "user@email.com",
"UserId": "b09693b73b3c7686",
"AWSAccessKeys": [

{
"AWSAccessKeyId": "b09693b73b3c7686Z8BU",
"AWSSecretAccessKey": "m8PgWFLXPeJVSWojCE3DxWDoRk80g7CMyB7xK3Hd"

3

Revoking S3 account access keys via REST API

You can revoke the specified access key pair for the specified account of an S3 user by sending a
POST request to the ostor-users service along with the user email address, account name, and
access key in the key pair:

# s3_curl POST "http://s3.example.com/?ostor-
users&emailAddress=user@example.com&accountName=account&revokeKey=ca55631f9f3d59dczZMDX"

Managing S3 user and bucket limits via REST API

This section describes limits you can define for users and buckets via REST API. You can apply the
limits according to specific options that can be a part of your service plan.

Setting operations per second for users via REST API

You can limit operations rate with the ostor-limits service and the following parameters:
emailAddress specifying the email address, ops specifying the limit type, and default=, get=, put=,
list=, or delete= specifying the limit value:

# s3_curl PUT "http://s3.example.com/?ostor-
limits&emailAddress=client@example.com&limit-type=ops&limit-resource=get&limit-
value=3600"



Setting bandwidth per second for users via REST API

You can limit outgoing bandwidth of a response with the ostor-1imits service and the following
parameters: emailAddress specifying the email address, bandwidth specifying the limit type, and out=
specifying the limit value:

# s3_curl PUT "http://s3.example.com/?ostor-
limits&emailAddress=client@example.com&limit-type=bandwidth&limit-resource=out&limit-
value=100"

Querying user limits via REST API

You can display the current limits with the ostor-limits service and parameter emailAddress
specifying the email address:

# s3_curl GET "http://s3.example.com/?ostor-1limits&emailAddress=client@example.com"
{

"ops:default": "0.00",

"ops:get": "3600.00",

"ops:put": "0.00",

"ops:list": "0.00",

"ops:delete": "0.00",

"bandwidth:out": "100"

Deleting user limits via REST API

You can delete the current limits with the ostor-1limits service and parameter emailAddress
specifying the email address:

# s3_curl DELETE "http://s3.example.com/?ostor-limits&emailAddress=client@example.com"

Setting operations per second for buckets via REST API

You can limit operations rate with the ostor-1limits service and the following parameters: bucket
specifying the bucket name, ops specifying the limit type, and default=, get=, put=, list=, or delete=
specifying the limit value:

# s3_curl PUT "http://s3.example.com/?ostor-limits&bucket=client&limit-type=ops&limit-
resource=get&limit-value=3600"

Setting bandwidth per second for buckets via REST API

You can limit outgoing bandwidth of a response with the ostor-1imits service and the following
parameters: bucket specifying the bucket name, bandwidth specifying the limit type, and out=



specifying the limit value:

# s3_curl PUT "http://s3.example.com/?ostor-limits&bucket=client&limit-
type=bandwidth&limit-resource=out&limit-value=100"

Querying bucket limits via REST API

You can display the current limits with the ostor-1imits service and parameter bucket specifying the
bucket name:

# s3_curl GET "http://s3.example.com/?ostor-limits&bucket=client"
{
"ops:default": "0.00",
"ops:get": "3600.00",
ops:put": "0.00",
"ops:list": "0.00",
"ops:delete": "0.00",
"bandwidth:out": "100"

Deleting bucket limits via REST API
You can delete the current limits with the ostor-1limits service and parameter bucket specifying the

bucket name:

# s3_curl DELETE "http://s3.example.com/?ostor-limits&bucket=client"

Managing S3 user and bucket quotas via REST API

This section describes quotas you can define for S3 users and buckets via REST API. These quotas
limit object storage usage per user or per bucket. You can apply them to different users or buckets
separately or set the default quotas to apply them to all S3 users and buckets by default.

Before setting quotas on S3 storage usage, run the ostor-ctl add-acc command specifying the
volume ID and the path to the storage:

# ostor-ctl add-acc -V 0100000000000002 -s /mnt/vstorage/vols/ostor

Setting quotas for users via REST API

You can limit storage usage per user with the ostor-quotas service and the following parameters:
emailAddress specifying the email address and quota-size specifying the usage limit in gigabytes:

# s3_curl PUT "http://s3.example.com/?ostor-quotas&emailAddress=user@example.com&quota-
size=1024"



Querying user quotas via REST API

You can display the specific quotas per user with the ostor-quotas service and parameter
emailAddress specifying the email address:

# s3_curl GET "http://s3.example.com/?ostor-quotas&emailAddress=user@example.com"

{

"version": "1",
”type": ||userll’
"size": "1024"

Deleting user quotas via REST API

You can delete the current quotas per user with the ostor-quotas service and parameter
emailAddress specifying the email address:

# s3_curl DELETE "http://s3.example.com/?ostor-quotas&emailAddress=user@example.com"

Setting quotas for buckets via REST API

You can limit storage usage per bucket with the ostor-quotas service and the following parameters:
bucket specifying the bucket name and quota-size specifying the usage limit in gigabytes:

# s3_curl PUT "http://s3.example.com/?ostor-quotas&bucket=bucketi&quota-size=256"

Querying bucket quotas via REST API

You can display the specific quotas per bucket with the ostor-quotas service and parameter bucket
specifying the bucket name:

# s3_curl GET "http://s3.example.com/?ostor-quotas&bucket=bucket1"

{
"version": "1",
"type": "bucket",
"size": "256"

3

Deleting bucket quotas via REST API

You can delete the current quotas per bucket with the ostor-quotas service and parameter bucket
specifying the bucket name:

# s3_curl DELETE "http://s3.example.com/?ostor-quotas&bucket=bucket1"



Setting default quotas via REST API

You can limit storage usage for all users or buckets by default with the ostor-quotas service and the
following parameters: default specifying user for users or bucket for buckets and quota-size
specifying the usage limit in gigabytes:

# s3_curl PUT "http://s3.example.com/?ostor-quotas&default=user&quota-size=1024"

# s3_curl PUT "http://s3.example.com/?ostor-quotas&default=bucket&quota-size=256"

Querying default quotas via REST API

You can display the default quotas for all users or buckets with the ostor-quotas service and the
following parameters: default specifying user for users or bucket for buckets:

# s3_curl GET "http://s3.example.com/?ostor-quotas&default=user"

{
"version": "1",
"type": "user",
"size": "1024"
3

# s3_curl GET "http://s3.example.com/?ostor-quotas&default=bucket"

{
"version": "1",
"type": "bucket",
"size": "256"

3

Deleting default quotas via REST API

You can delete the current default quotas for all users or buckets with the ostor-quotas service and
the following parameters: default specifying user for users or bucket for buckets:

# s3_curl DELETE "http://s3.example.com/?ostor-quotas&default=user"

# s3_curl DELETE "http://s3.example.com/?ostor-quotas&default=bucket"

Obtaining usage statistics via REST API

This section describes how to obtain usage statistics via REST API for billing or other purposes.

Note
Delete statistics objects after collecting the required data.




Listing statistics objects via REST API

You can list all available statistics objects with the ostor-usage service and no parameters. The
output only contains objects that have not been deleted. For example:

# s3_curl GET "http://s3.example.com/?ostor-usage"
{

"nr_items": 7,

"truncated": false,

"items": [
"s3-usage-8000000000000065-2017-02-01T16:31:54.000Z-1800",
"s3-usage-8000000000000067-2017-02-01T16:30:51.000Z-1800",
"s3-usage-8000000000000068-2017-02-01T16:27:25.000Z-1800",
"s3-usage-8000000000000069-2017-02-01T16:27:24.000Z-1800",
"s3-usage-8000000000000069-2017-02-01T16:31:07.000Z-1800",
"s3-usage-800000000000006a-2017-02-01T16:27:24.000Z-1800",
"s3-usage-800000000000006a-2017-02-01T16:31:08.000Z-1800"

Querying statistics objects via REST API

You can display usage statistics with the ostor-usage service and parameter obj specifying the
statistics object. The output includes the accessed buckets, user ID, and counters. For example:

# s3_curl GET "http://s3.example.com/?ostor-usage&obj=s3-usage-38000000000000065-2017-02-
01T16:31:54.000Z-1800"
{

"fmt_version": 1,

"service_id": 8000000000000065,

"start_ts": 1485966714,

"period": 1390,

"nr_items": 1,

"items": [
{
"key": {
"bucket": "client",
"epoch": 98309,
"user_id": "b81d6c5f895a8c86",
"tag": ""
¥,
"counters": {
"ops": {
"put": 1,
"get": 3,
"list": 0,
"other": 0

3,

"net_io": {



"uploaded": 41258,
"downloaded": 45511311

Deleting statistics objects via REST API

You can delete existing statistics objects with the ostor-usage service and parameter obj specifying
the statistics object:

# s3_curl DELETE "http://s3.example.com/?ostor-usage&obj=s3-usage-8000000000000065-2017-
02-01T16:31:54.000Z-1800"



Integration with WHMCS

This chapter explains ways to provision, enable, disable, and terminate S3 users as well as set user
and bucket limits for billing purposes.

The provided examples are PHP scripts with which you can send requests to S3 cluster's REST API
via cURL and OpenSSL.

Note
Replace http://s3.example.comin examples with your actual S3 gateway URL and

http://whmcs. example. com with you actual WHMCS portal URL.

Client Profile
Summary  Profile  Contacts | Products/Services ~ Domains  Billableltems | Invoices  Quotes  Transactions  Emails = Notes(2) | Log
#4 - Exempt from Tax: No  Auto CC Processing: Yes Send Overdue Reminders: Yes ~ Apply Late Fees: Yes
S3 Users List 83 ion for User: ff29e87

Userld User

93962ac6916b5708 41 q

ff29e875ffesaf3d dlen 1pFeqFGT!

S3 statistics List $3 Limits for User $3 Limits for Bucket: client
Object Name Type Name Value Type Name Value
7-2017-03-21712:38:36.0002-1800 P default 000 P default 000
P get 360000 P get 3600.00
ops put 000 ops put 000
P tist 000 P tist 000
ops delete 000 P delete 000
bandwidth out 100 bandwidth out 100
$3 Statistics for Object: s3-usage-8000000000000017-2017-03-21T12:38:36.000Z-1800

fmtversion  service. id start ts period bucket epoch user id tag  put gt  list  other uploaded downloaded

1 8000000000000017 1490099916 1828 dlent 98305 5 o 2 o 987604 o

1 8000000000000017 1490099916 1828 clent 50113 o o 4 0 o o

1 £000000000000017 1490099916 1828 o 1 9 o o 153 o

I t . t

Any operation or management request must be authenticated with a signed request via Signature
Version 2 or 4 of the Amazon S3 protocol of the corresponding S3 system user. To authenticate API
requests, you need to create a system user. First, obtain the volume ID with the ostor-ctl get-
config command. For example:

# ostor-ctl get-config -n 10.94.97.195
VOL_ID TYPE STATE
0100000000000002  OBJ READY

Then, create a system user on any storage node in the cluster with the ostor-s3-admin create-user
-S -e <email>command. For example:

# ostor-s3-admin create-user -S -e user@example.com -V 0100000000000002
UserEmail:user@example.com

Userld:a14040e0b2ef8b28

KeyPair[0]:S3AccessKeylId:a14040e0b2ef8b28FZZ8
KeyPair[@]:S3SecretAccessKey:dowTnQTW602aAAdq8DQVFzB6yrTCFTNiGB8C8RFA
Flags:system
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With this user, you can now authenticate further API requests for managing the S3 cluster. You can
create multiple system accounts for different types of management operations.

Configuration

In addition, you need to create Virtuozzo Infrastructure directories to modify the default
functionality.

Change to the document root directory of your WHMCS server (for example, /srv/http) and create
the following directories in it:

e whmcs/includes/staas_scripts

e whmcs/admin/staas_scripts
Change to the directory whmcs/includes/staas_scripts.

The first file you need to create includes the S3 configuration. Create a configuration file S3_
getConfig.php with the following contents, replacing variables as follows:

¢ s3_key with your S3AcessKeyId,
e s3_secret with your S3SecretAccessKey,
* s3_gateway with your configured S3 gateway address, and

* whmcs_username with your WHMCS admin username.

<?php

// Return array with default configuration.
if (!function_exists('S3_getConfig')) {
function S3_getConfig() {

// s3 login.
$vars['s3_key'] = "939e2ac6916b57082P90" ;
$vars['s3_secret'] = "tVYF3kZD9zcTt16q6QDTHazZKM2nug4xVcl8ikJpd";

// s3 gateway.
$vars['s3_gateway'] = "http://s3.example.com";

// whmcs login.
$vars[ 'whmcs_username'] = "admin";

// Return config array.
return $vars;

>



Includes

Shared functions required by APl operations are provided in a number of standalone PHP include
files. The first file returns the client information (for example, email address) which further S3 API
user management requests need for various operations. Create a file S3_getClient.php with the
following contents:

<?php

// API request to get whmcs client information.
if (!function_exists('S3_getClient')) {
function S3_getClient($userid, $whmcs_username) {

// Get client details for user email.
$command = 'GetClientsDetails';
$data = array(
'clientid' => $userid,
Vs

$results = localAPI($command, $data, $whmcs_username);

// Return client information.
return $results;

}

>

The next file adds notes to the client in WHMCS with the S3 access key pairs whenever a new user or
access key pair is created. Create a file S3_addClientNote.php with the following contents:

<?php

// API request to add note to client in whmcs.
if (!function_exists('S3_addClientNote')) {
function S3_addClientNote(

$userid,

$whmcs_username,

$s3_client_userid,

$s3_client_key,

$s3_client_secret

) {

// Add note only for non-empty users.
if (lempty($s3_client_userid)) {

// Add note with the s3 access key and s3 secret.
$command = 'AddClientNote';
$data = array(

'userid' => $userid,



'notes' =>

"UserId: " . $s3_client_userid . "\n" .
"AWSAccessKeyId: " . $s3_client_key . "\n" .
"AWSSecretAccessKey: " . $s3_client_secret,
s
localAPI($command, $data, $whmcs_username);
}
3
3
>

The next file removes notes from the client in WHMCS with the S3 access key pairs whenever a user
or access key pair is removed. Create a file S3_delClientNote.php with the following contents:

<?php

// whmcs database access.
use WHMCS\Database\Capsule;

// API request to remove note from client in whmcs.
if (!function_exists('S3_delClientNote')) {
function S3_delClientNote(
$userid,
$whmcs_username,
$s3_client_userid,
$s3_client_key
) |

// Delete notes in database.
$db = Capsule::connection()->getPdo();
$db->exec("
DELETE FROM
tblnotes
WHERE
userid =
AND
note LIKE "%' . $s3_client_userid . '%"
AND
note LIKE "%' . $s3_client_key . '%"'

. $userid .

>

The last file is the cURL library for sending GET, PUT, POST, and DELETE requests. Create a file S3_
requestCurl.php with the following contents:
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<?php

// API request to s3 gateway.
if (!function_exists('S3_requestCurl')) {

function S3_requestCurl($s3_key, $s3_

// Prepare signature.
$s3_host = parse_url($s3_gateway
$s3_date = date(DATE_RFC2822);

// Generate signature.
$s3_signature = hash_hmac('shal',

secret, $s3_gateway, $s3_query, $method)

, PHP_URL_HOST);

$method . "\n\n\n" . $s3_date . "\n" .

current(explode('&', $s3_query)), $s3_secret, true);

$s3_signature = base64_encode($s3

// Curl init.

$s3_curl = curl_init($s3_gateway .

// Curl options.
switch ($method) {
case "PUT":

_signature);

$s3_query);

curl_setopt($s3_curl, CURLOPT_PUT, 1);

break;

"POST" :
curl_setopt($s3_curl, CUR
break;
case "DELETE":

curl_setopt($s3_curl, CUR
break;

case

3

curl_setopt($s3_curl, CURLOPT_RET
curl_setopt($s3_curl, CURLOPT_URL
curl_setopt($s3_curl, CURLOPT_HTT

'Host: ' . $s3_host,
'Date: ' . $s3_date,
'"Authorization: AWS ' . $s3_k
'Content-Type: ',
'"Expect: ',
));
// Call.
$response = curl_exec($s3_curl);
$response = json_decode($response

// Curl deinit.
curl_close($s3_curl);

// Return response.
return $response;

LOPT_POST, 1);

LOPT_CUSTOMREQUEST, "DELETE");
URNTRANSFER, true);
, $s3_gateway . $s3_query);

PHEADER, array(

ey . . $s3_signature,

, true);
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Hooks

Hooks allow you to execute custom code when certain events occur in WHMCS. You will need to add
S3-related action links to the admin page in WHMCS.

Change to the directory whmcs/includes/hooks and create a file S3_
adminAreaClientSummaryActionLinks.php with the following contents:

<?php

// Modify other actions admin page.
function S3_adminAreaClientSummaryActionLinks($vars) {

// Create additional links.
$result[] = '<b>S3 - User Management</b>';
$result[] = '<a href="staas_scripts/S3_createUser.php?userid=" .
$vars['userid'] . '"><img src="http://logo.acronis.com/ogimage.png"
width="16" height="16" border="0" align="absmiddle" /> Create User</a>';
$result[] = '<a href="staas_scripts/S3_deleteUser.php?userid="
$vars['userid'] . '"><img src="http://logo.acronis.com/ogimage.png"
width="16" height="16" border="0" align="absmiddle" /> Delete User</a>';

$result[] = '<a href="staas_scripts/S3_enableUser.php?userid="
$vars['userid'] . '"><img src="http://logo.acronis.com/ogimage.png"
width="16" height="16" border="0" align="absmiddle" /> Enable User</a>';
$result[] = '<a href="staas_scripts/S3_disableUser.php?userid="
$vars['userid'] . '"><img src="http://logo.acronis.com/ogimage.png"
width="16" height="16" border="0" align="absmiddle" /> Disable User</a>';
$result[] = '<a href="staas_scripts/S3_generateAccessKey.php?userid="
$vars['userid'] . '"><img src="http://logo.acronis.com/ogimage.png"
width="16" height="16" border="0" align="absmiddle" /> Generate Access
Key</a>';
$result[] = '<a href="staas_scripts/S3_revokeAccessKey.php?userid="
$vars['userid'] . '"><img src="http://logo.acronis.com/ogimage.png"
width="16" height="16" border="0" align="absmiddle" /> Revoke Access
Key</a>';
$result[] = '<a href="staas_scripts/S3_queryUser.php?userid="
$vars['userid'] . '"><img src="http://logo.acronis.com/ogimage.png"

width="16" height="16" border="0" align="absmiddle" /> Query User
(on/off)</a>";
$result[] = '<a href="staas_scripts/S3_listUsers.php">
<img src="http://logo.acronis.com/ogimage.png"
width="16" height="16" border="0" align="absmiddle" /> List Users
(on/off)</a>";

$result[] = '&nbsp;’;
$result[] = '<b>S3 - User Limits Management</b>";
$result[] = '
<form>
<input name="userid" type="hidden" value="' . $vars['userid'] . '">
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<input name="ops-value" size="4">
<select name="ops-name">
<option>default</option>
<option>get</option>
<option>put</option>
<option>list</option>
<option>delete</option>
</select> ops/s
<br />
<input name="bandwidth-value" size="4">
<select name="bandwidth-name">
<option>out</option>
</select> bandwidth/s
<br />
<button type="submit"
formaction="staas_scripts/S3_setLimitsForUser.php">Set</button>
<pbutton type="submit"
formaction="staas_scripts/S3_getLimitsForUser.php">Get</button>
<button type="submit"
formaction="staas_scripts/S3_deleteLimitsForUser.php">Delete</button>
</form>

$result[] = '&nbsp;';
$result[] = '<b>S3 - Bucket Limits Management</b>';
$resultl] !
<form>
<input name="userid" type="hidden" value="' . $vars['userid'] . '">
<input name="ops-value" size="4">
<select name="ops-name">
<option>default</option>
<option>get</option>
<option>put</option>
<option>list</option>
<option>delete</option>
</select> ops/s
<br />
<input name="bandwidth-value" size="4">
<select name="bandwidth-name">
<option>out</option>
</select> bandwidth/s
<br />
<input name="bucket" size="4"> bucket name
<br />
<button type="submit"
formaction="staas_scripts/S3_setLimitsForBucket.php">Set</button>
<button type="submit"
formaction="staas_scripts/S3_getLimitsForBucket.php">Get</button>
<button type="submit"
formaction="staas_scripts/S3_deleteLimitsForBucket.php">Delete</button>
</form>

'.
’

$result[] = '&nbsp;';
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$result[] = '<b>S3 - Usage Statistics</b>';
$result[] = '
<a href="staas_scripts/S3_listStatsObjects.php">
<img src="http://logo.acronis.com/ogimage.png"
width="16" height="16" border="0" align="absmiddle" />
List Statistics Objects (on/off)

</a>
<p>
<form>
<input name="object" size="15"> object name
<br />

<button type="submit"
formaction="staas_scripts/S3_getStatsForObject.php">Get</button>
<button type="submit"
formaction="staas_scripts/S3_
deleteStatsForObject.php">Delete</button>
</form>
</p>

$result[] = '&nbsp;";

// Return links.
return $result;

// Modify admin area.

add_hook ('AdminAreaClientSummaryActionLinks"', 1, "S3_
adminAreaClientSummaryActionlLinks");

>

The last file extends the admin summary page and displays S3 user information as well as user and
bucket limits if the corresponding links are clicked. Create a file S3_adminAreaClientSummaryPage.php
with the following contents:

<?php

// Modify admin client summary to show S3 information.
function S3_adminAreaClientSummaryPage($vars) {

// Sane default.
$result = '
<div class="row client-summary-panels">

'.
’

// Show users.
if ($_SESSION['s3_list_users'] == 1) {

// Table header.

$result = $result .

<div class="col-1g-6 col-sm-12">
<div class="clientssummarybox">
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<div class="title">
S3 Users List
</div>
<table class="clientssummarystats" cellspacing="0" cellpadding="2">
<tr>
<td><b>UserId</b></td>
<td><b>UserEmail</b></td>
</tr>

// One row per access key pair.
foreach ($_SESSION['s3_list'] as $s3_row) {
$result = $result . '
<tr class="altrow">
<td>' . $s3_row['UserId'] . '</td>
<td>' . $s3_row['UserEmail'] . '</td>
</tr>

// Table footer.
$result = $result .
</table>
</div>
</div>

LI
’

// Show user.
if ($_SESSION['s3_query_user'] == 1) {

// Table header.
$result = $result . '
<div class="col-1g-6 col-sm-12">
<div class="clientssummarybox">
<div class="title">

S3 Information for User: ' . $_SESSION['s3_userid'] . '

</div>

<table class="clientssummarystats" cellspacing="0" cellpadding="2">
<tr>

<td><b>AWSAccessKeyId</b></td>
<td><b>AWSSecretAccessKey</b></td>
</tr>

// One row per access key pair.
foreach ($_SESSION['s3_aws_access_keys'] as $s3_row) {
$result = $result . '
<tr class="altrow">
<td>' . $s3_row['AWSAccessKeyId'] . '</td>
<td>' . $s3_row[ 'AWSSecretAccessKey'] . '</td>
</tr>
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// Table footer.
$result = $result .
</table>
</div>
</div>

r.
’

// Table footer and next header.
$result = $result . '

</div>

<div class="row client-summary-panels">

V.
’

// Show statistics list.
if ($_SESSION['s3_stat_objects'] == 1) {

// Table header.
$result = $result .
<div class="col-1g-6 col-sm-12">
<div class="clientssummarybox">
<div class="title">
S3 Statistics List

</div>
<table class="clientssummarystats" cellspacing="0" cellpadding="2">
<tr>
<td><b>0bject Name</b></td>
</tr>

// One row per access key pair.
foreach ($_SESSION['s3_stat']['items'] as $s3_object) {
$result = $result . '
<tr class="altrow">
<td>' . $s3_object . '</td>
</tr>

// Table footer.
$result = $result .
</table>
</div>
</div>

L
’

// Show limits for user.
if (lempty($_SESSION['s3_limits_user'])) {
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// Table header.
$result = $result .
<div class="col-1g-3 col-sm-6">
<div class="clientssummarybox">
<div class="title">
S3 Limits for User
</div>
<table class="clientssummarystats" cellspacing="0" cellpadding="2">
<tr>
<td><b>Type</b></td>
<td><b>Name</b></td>
<td><b>Value</b></td>
</tr>

// One row per access key pair.
foreach ($_SESSION['s3_limits_user'] as $s3_limits => $s3_value) {
list($s3_type, $s3_limit) = explode(":", $s3_limits);
$result = $result . '
<tr class="altrow">
<td>' . $s3_type . '</td>
<td>' . $s3_limit . '</td>
<td>' . $s3_value . '</td>
</tr>

// Table footer.
$result = $result .
</table>
</div>
</div>

LI
’

// Show limits for bucket.
if (lempty($_SESSION[ 's3_limits_bucket'])) {

// Table header.
$result = $result . '
<div class="col-1g-3 col-sm-6">
<div class="clientssummarybox">
<div class="title">
S3 Limits for Bucket: ' . $_SESSION['s3_bucket'] . '
</div>
<table class="clientssummarystats" cellspacing="0" cellpadding="2">
<tr>
<td><b>Type</b></td>
<td><b>Name</b></td>
<td><b>Value</b></td>
</tr>
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// One row per access key pair.
foreach ($_SESSION['s3_limits_bucket'] as $s3_limits => $s3_value) {
list($s3_type, $s3_limit) = explode(":", $s3_limits);
$result = $result . '
<tr class="altrow">
<td>' . $s3_type . '</td>
<td>"' . $s3_limit . '</td>
<td>' . $s3_value . '</td>
</tr>

// Table footer.
$result = $result . '
</table>
</div>
</div>

I.
)

// Table footer and next header.
$result = $result . '

</div>

<div class="row client-summary-panels">

'.
’

// Show statistics for object.
if (lempty($_SESSION['s3_object_statistic'])) {

// Table header.
$result = $result . '
<div class="col-1g-12 col-sm-24">
<div class="clientssummarybox">
<div class="title">

S3 Statistics for Object: ' . $_SESSION['s3_object'] . '

</div>

<table class="clientssummarystats" cellspacing="0" cellpadding="2">
<tr>

<td><b>fmt_version</b></td>
<td><b>service_id</b></td>
<td><b>start_ts</b></td>
<td><b>period</b></td>
<td><b>bucket</b></td>
<td><b>epoch</b></td>
<td><b>user_id</b></td>
<td><b>tag</b></td>
<td><b>put</b></td>
<td><b>get</b></td>
<td><b>list</b></td>
<td><b>other</b></td>
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</tr

<td><b>uploaded</b></td>
<td><b>downloaded</b></td>

>

// One row per access key pair.
foreach ($_SESSION['s3_object_statistic']['items'] as $s3_object) {

$result = $result .

<tr class="altrow">

</tr

// Table footer.
$result = $resul
</table>
</div>
</div>

r.
’

// Table footer.
$result = $result .
</div>

5
’

// Return table.
return $result;

// Modify admin area.

<td>'
<td>'
<td>'
<td>'
<td>'
<td>'
<td>'
<td>'
<td>'
<td>'
<td>'
<td>'
<td>'
<td>'
>

t .

. $_SESSION['s3_object_statistic']J['fmt_version']. '</td>
. $_SESSION['s3_object_statistic']['service_id']. '</td>
. $_SESSION['s3_object_statistic']['start_ts']. '</td>

. $_SESSION['s3_object_statistic']['period']. '</td>

. $s3_object['key']['bucket'] . '</td>

. $s3_object['key'I['epoch'] . '</td>

. $s3_object['key'1['user'] . '</td>

. $s3_object['key'1['tag'] . '</td>

. $s3_object['counters']J['ops'J['put'] . '</td>

. $s3_object['counters']J['ops'J['get'] . '</td>

. $s3_object['counters'1['ops'J['list'] . '</td>

. $s3_object['counters']['ops']1['other'] . '</td>

. $s3_object['counters']['net_io']['uploaded'] . '</td>

. $s3_object['counters']J['net_io']['downloaded'] . '</td>

add_hook('AdminAreaClientSummaryPage', 1, "S3_adminAreaClientSummaryPage");

>

Copyright © 2016-2026 Virtuozzo International GmbH



Statistics

You need to have statistics collection enabled on your S3 gateway. The S3 gateway will save the
statistics as regular storage objects. On each S3 storage node, create a file
/var/lib/ostor/local/gw.conf with the following contents:

# Enable usage statistics collection.
S3_GW_COLLECT_STAT=1

Restart the S3 storage service to apply the configuration changes. Run the following command on all
S3 storage nodes:

# systemctl restart ostor-agentd.service

Now you can login to WHMCS. Additional links and S3 management options will be shown in the
Client Profile section.

Client Profile
Summary | Profile | Contacts | Products/Services || Domains | | Billableltems  Invoices | Quotes | Transactions | Emails | Notes(0) | Log
#4 - Exempt from Tax: No  Auto CC Processing: Yes Send Overdue Reminders: Yes Apply Late Fees: Yes

Clients Information Invoices/Billing Products/Services Other Actions

First Name Paid 0(€0.00EUR) Shared Hosting
) e $3-User Management

Create User

Delete User

dient@example.com

Addr Strae 110 Enable User

Domains
Address 2 Disable User

city

Ac

State/Region

Postcode
Country DE- Germany.
PhoneNumber  +498961372840

4 Reset & Send Password
%) Credit Card Information
& Login as Client

Contacts/Sub-Accounts

& Create Invoice

Create Add Funds Invoice
Generate Due Invoices

3 Add Billable Item
Manage Credits

i Create New Quote

§ View Orders
§Add New Order

Files
No files uploaded

5 Add File

Generate Access Key
Revoke Access Key
Query User (on/off)
List Users (on/off)

$3- User Limits Management

[ default ~|opsrs

bandwidth/s

Set || Get || Delete

Other Information
53 - Bucket Limits Management

[defautt -|ops/s

No additional contacts setup

Status Active Recent Emails
2 8dd Cantart Client Group None

Managing S3 users in WHMCS

This section describes how to manage users in WHMCS in a service provider scenario. New
customers will sign up for the service during purchase in your online store and you will need to
create users for them in the S3 cluster.

Create all files mentioned further in the directory whmcs/admin/staas_scripts.

Creating S3 users in WHMCS

You can create a user with the ostor-users service and parameter emailAddress specifying the user
email address. WHMCS creates the user in S3 cluster when you click Create User. Create a file S3_
createUser.php with the following contents:
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<?php

// Load configuration and libraries.

require('../../includes/staas_scripts/S3_addClientNote.php');

require('..
require('..
require('..

~N NN N N

require('../../init.php');

// Create s3 user.
function S3_createUser($userid) {

// Load configuration.
$s3_config = s3_getConfig();

// Get whmcs user email.

./includes/staas_scripts/S3_getClient.php');
./includes/staas_scripts/S3_getConfig.php');
./includes/staas_scripts/S3_requestCurl.php');

$s3_whmcs = S3_getClient($userid, $s3_config['whmcs_username']);

// Create s3 user.

$s3_client = S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],

"/?0stor-users&emailAddress=" .

n PUT n
);

$s3_whmes[ 'email'],

// Add note with the s3 access key and s3 secret.

S3_addClientNote(
$s3_whmes['userid'],
$s3_config[ 'whmcs_username'],
$s3_client['UserId'],

$s3_client[ 'AWSAccessKeys'1['0"' J[ 'AWSAccessKeyId'],
$s3_client[ 'AWSAccessKeys'1['0' J[ 'AWSSecretAccessKey']

);

// Redirect back.

header('Location: ' . $_SERVER['HTTP_REFERER'I);

// Call function.
S3_createUser($_GET['userid']);

>

Copyright © 2016-2026 Virtuozzo International GmbH



Client Profile

Summary = Profile  Contacts | Products/Services =~ Domains = Billableltems | Invoices  Quotes = Transactions  Emails  Notes(1) | Log

1 Records Found, Page 1 of 1 Jump to Page:[1 | co
Loianes | 1]
Userld: ff29e878ffe8af3d
21/03/2017 14:15 AWSAccessKeyld: ff29e878ffe8af3d3C41 21/03/2017 14:15 "z e
AWSSecretAccessKey: KeNWFnGOuUUhpFe)cEb15CcEq7AbYIQqFD)ehEbr v
« Previous Page Next Page »
HRnnE - - o
Add New

O Make Sticky
(Important)

Listing S3 users in WHMCS

You can list information about all users with the ostor-users service. Additional rows may list S3
access key pairs associated with the user. WHMCS lists the users information fetched from S3
cluster when you click List Users (on/off). Create a file S3_listUsers.php with the following
contents:

48

<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// List s3 users.
function S3_listUsers() {

// Hide now.
if ($_SESSION['s3_list_users'] == 1) {

// Hide.
$_SESSION['s3_list_users'] = 0;

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);

// Return immediately.
return;
// Load configuration.
$s3_config = s3_getConfig();
// Get s3 users.

$s3_client = S3_requestCurl(
$s3_config['s3_key'],
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$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0ostor-users",
"GET"

)s

// Store s3 result.
$_SESSION['s3_list_users'] = 1;
$_SESSION['s3_list'] = $s3_client;

// Redirect back.

header('Location: ' . $_SERVER['HTTP_REFERER']);

// Call function.
S3_listUsers();

>

Client Profile

Summary Profile Contacts Products/Services Domains Billable Items. Invoices Quotes Transactions Emails Notes (2) Log
#4 - Exempt from Tax: No  Auto CC Processing: Yes Send Overdue Reminders: Yes Apply Late Fees: Yes
$3 Users List
Userld UserEmail

93923c691605708 user@example.com

ff29e878ffegafad client@example.com

Clients Information Other Actions

nvoices/Billing Products/Services

First Name Paid 0(€0.00 EUR) Shared Hosting 0(0Total) $3- User Management
Last Name oraft 0€000 EUR) Reseller Hosting 0 Total)

Company Name Unpaid/Due 0(€0,00 EUR) Vps/server 0(0 Tota) Gzl

£mail Address dlient@example.com Cancelled 0(€0,00 EUR) Product/service 0(0Total) Delete User

Address 1 Landsberger strae 110 Refunded 006000 BBy Domains 0@ Tomn Enable User

Address 2. Collections. 0(€0,00 EUR) Accepted Quotes 0(0Total) Disable User

aity Munich income €000 EUR Support Tickets 0(0Total) Generate Access Key
State/Region Bayern CreditBalance €000 EUR Affate Signups 0 Revoke Access Key
:::‘D:,E i?,g;,mw . Create Invoice 5 View Orders Query User (on/off)

Phone Number  +498961372840

£ Reset & Send Password

£ Create Add Funds Invoice
Generate Due Invoices
3 Add Billable Item

§Add New Order

List Users (on/off)

3.- User Limits Management

Files default ~| ops/s

% Credit Card Information Manage Credits

Querying S3 users in WHMCS

You can display information and status of a user with the ostor-users service and parameter
emailAddress specifying the user email address. WHMCS displays the user information fetched from
S3 cluster when you click Query User (on/off). Create a file S3_queryUser.php with the following
contents:

<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_getClient.php');
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Query s3 user.
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function S3_queryUser($userid) {

// Hide now.
if ($_SESSION['s3_query_user'] == 1) {

// Hide.
$_SESSION['s3_query_user'] = 0;

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);

// Return immediately.
return;

// Load configuration.
$s3_config = s3_getConfig();

// Get whmcs user email.
$s3_whmes = S3_getClient($userid, $s3_config['whmcs_username']l);

// Get s3 user id.
$s3_client = S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-users&emailAddress=" . $s3_whmcs['email'],
"GET"
);
// Store s3 result.
$_SESSION['s3_query_user'] = 1;
$_SESSION['s3_userid'] = $s3_client['UserId'];
$_SESSION[ 's3_aws_access_keys'] = $s3_client['AWSAccessKeys'];
// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER'1]);

// Call function.
S3_queryUser($_GET[ 'userid']);

>
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Client Profile

Summary | Profile  Contacts | Products/Services

#4-

Domains = Billable ltems | Invoices =~ Quotes | = Transactions =~ Emails  Notes(2)

Exempt from Tax: No  Auto CC Processing: Yes Send Overdue Reminders: Yes Apply Late Fees: Yes

$3 Information for User: ff29e878ffe8af3d

4

Clients Information

First Name

LastName
Company Name

Email Address  client@example.com
Address 1 Landsberger Stralie 110
Address 2

cy Munich

State/Region Bayern

Postcode 80339

Country DE - Germany

Phone Number  +498961372840

£ Reset & Send Password
%) Credit Card Information

Invoices/Billing Products/Services

paid 0(€0.00 EUR) 0(0Total)
Draft 0€0.00EUR) 0 Tota)
Unpaid/Due 0(€0.00 EUR) 0(0 Total)
Cancelled 0(€0.00 EUR) 0(0Total)
Refunded 0(€0.00 EUR) 00 Tota)
Collections 0€0.00 EUR) Accepted Quotes 00 Tota)
Income €0,00 EUR Support Tickets 0(0 Total)
CreditBalance €000 EUR Afflate Signups 0
i Create Invoice 5 View Orders

¢» Create Add Funds Invoice -4 Add New Order
Generate Due Invoices
4 Add Billable Item

N Files
Manage Credits

Disabling S3 users in WHMCS

You can disable users with the ostor-users service and parameter emailAddress specifying the user
email address. WHMCS disables read and write access to S3 cluster when you click Disable User.

Other Actions

S3.- User Management
Create User
Delete User
Enable User
Disable User
Generate Access Key
Revoke Access Key
Query User (on/off)
List Users (on/off)

S3.- User Limits Management

[ ldefauit ~]opsrs

Create a file S3_disableUser.php with the following contents:

<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_getClient.php');
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Disable user.
function S3_disableUser($userid) {

// Load configuration.
$s3_config = s3_getConfig();

// Get whmcs user email.
$s3_whmcs = S3_getClient($userid, $s3_config['whmcs_username']);

// Disable user.
$s3_client = S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-users&emailAddress=" . $s3_whmcs['email'] . "&disable",
"POST"
D5

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);
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// Call function.
S3_disableUser($_GET['userid']);

>

Enabling S3 users in WHMCS

You can enable a previously disabled user with the ostor-users service and parameter emailAddress
specifying the user email address. WHMCS enables read and write access to S3 cluster for user
when you click Enable User. Create a file S3_enableUser.php with the following contents:

<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_getClient.php');
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Enable user.
function S3_enableUser($userid) {

// Load configuration.
$s3_config = s3_getConfig();

// Get whmcs user email.
$s3_whmcs = S3_getClient($userid, $s3_config['whmcs_username']);

// Enable user.
$s3_client = S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-users&emailAddress=" . $s3_whmcs['email'] . "&enable",
"POST"
);

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);
// Call function.

S3_enableUser($_GET['userid']);

>

Deleting S3 users in WHMCS

You can delete users with the ostor-users service and parameter emailAddress specifying the user
email address. WHMCS removes the user from S3 cluster when you click Delete User. Create a file



S3_deleteUser.php with the following contents:

53

<?php

// Load configuration and libraries.

require('../../includes/staas_scripts/S3_delClientNote.php');

require('../../includes/staas_scripts/S3_getClient.php');
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Delete s3 user.

function S3_deleteUser($userid) {

// Load configuration.
$s3_config = s3_getConfig();

// Get whmcs user email.
$s3_whmcs = S3_getClient($userid, $s3_config['whmcs_username']);

// Get s3 user id.

$s3_client = S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-users&emailAddress="
"GET"

. $s3_whmcs['email'],

);

// Delete s3 user.

S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-users&emailAddress=" .
"DELETE"

$s3_whmes[ 'email'],
);

// Delete note with the s3 access key and s3 secret.
S3_delClientNote(
$s3_whmes[ 'userid'],
$s3_config[ 'whmcs_username'],
$s3_client['UserId'],

);

// Redirect back.

header('Location: ' . $_SERVER['HTTP_REFERER'1]);

// Call function.
S3_deleteUser($_GET['userid']);
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Generating S3 access keys in WHMCS

You can generate a new or additional access key pair with the ostor-users service and the following
parameters: emailAddress specifying the user email address, genkey. WHMCS generates a new key
pair when you click Generate Access Key. Create a file S3_generateAccessKey . php with the following
contents:

<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_addClientNote.php');

require('../../includes/staas_scripts/S3_getClient.php');
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Generate s3 access key pair.
function S3_generateAccessKey($userid) {

// Load configuration.
$s3_config = s3_getConfig();

// Get whmcs user email.
$s3_whmes = S3_getClient($userid, $s3_config['whmcs_username']);

// Generate s3 key pair.
$s3_client = S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-users&emailAddress=" . $s3_whmcs['email'] . "&genKey",
"POST"
);

// Add note with the s3 access key and s3 secret.
S3_addClientNote(
$s3_whmes[ 'userid'],
$s3_config[ 'whmcs_username'],
$s3_client['UserId'],
$s3_client['AWSAccessKeys']['0"' ][ 'AWSAccessKeyId'],
$s3_client[ 'AWSAccessKeys' 1['0"' J[ 'AWSSecretAccessKey']
Ds

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);



// Call function.
S3_generateAccessKey($_GET[ 'userid']);

>

Client Profile

Summary  Profile | Contacts = Products/Services = Domains Billable Items Invoices | Quotes  Transac tions ~ Emails  Notes (2)

2 Records Found, Page 1 of 1

Log

Jump to Page:[1 +] Go

T T S T AT R

Userld: ff29e878ffe8af3d
AWSAccessKeyld: ff29e878ffe8af3dCZ7X
AWSSecretAccessKey: FGatQu22YqIGplVMOMB1 pFeqFG7OVGODNKiww13v

21/03/2017 14:17

Userld: ff29e878ffe8af3d
AWSAccessKeyld: ff29e878ffe8af3d3C41
AWSSecretAccessKey: KeNWfnGOuUUhpFeJcEb15CcEq7Ab9IQqFD)ehEbr

21/03/2017 14:15

«Previous Page

Revoking S3 access keys in WHMCS

21/03/2017 14:17 L 1=K-)

21/03/2017 14:15 o &

Next Page »

Add New

O Make Sticky
(Important)

You can revoke the specified access key pair of the specified user with the ostor-users service and
the following parameters: emailAddress specifying the user email address, revokeKey specifying the
access key in the key pair. WHMCS removes the key pair when you click Revoke Access Key. Create

a file S3_revokeAccessKey . php with the following contents:
<?php

// Load configuration and libraries.

require('../../includes/staas_scripts/S3_delClientNote.php');
require('../../includes/staas_scripts/S3_getClient.php');
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Revoke s3 access key pair.

function S3_revokeAccessKey($userid) {

// Load configuration.
$s3_config = s3_getConfig();

// Get whmcs user email.
$s3_whmcs

// Get first s3 access key.
$s3_client = S3_requestCurl(
$s3_configl['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],

55

S3_getClient($userid, $s3_config['whmcs_username']);
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"/?0stor-users&emailAddress=" . $s3_whmcs['email'],
n GET n

);

// Revoke s3 access key.
S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-users&emailAddress=" . $s3_whmcs['email'] .
"&revokeKey=" . $s3_client["AWSAccessKeys'1['0"' ][ 'AWSAccessKeyId'],
"POST"
);

// Delete note with the s3 access key and s3 secret.
S3_delClientNote(
$s3_whmes[ 'userid'],
$s3_config[ 'whmcs_username'],
$s3_client['UserId'],
$s3_client['AWSAccessKeys'1['0"' [ 'AWSAccessKeyId']
);

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);

// Call function.
S3_revokeAccessKey($_GET[ 'userid']);

>

Managing S3 user and bucket limits in WHMCS

This section describes limits you can define for users and buckets in WHMCS. You can apply the
limits according to specific options that can be a part of your service plan.

Setting user limits in WHMCS

You can limit operations rate with the ostor-limits service and the following parameters:
emailAddress specifying the email address, default=, get=, put=, list=, or delete= specifying the limit
value.

Similarly, you can limit outgoing bandwidth of a response with the following parameters:
emailAddress specifying the email address, out= specifying the limit value. WHMCS configures user
limits in an S3 cluster when you click the Set button. Create a file S3_setLimitsForUser.php with the
following contents:

<?php
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// Load configuration and libraries.

require('../../includes/staas_scripts/S3_getClient.php');
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');

require('../../init.php');

// Set s3 user limits.
function S3_setLimitsForUser($vars) {

// Load configuration.
$s3_config = s3_getConfig();

// Get whmcs user email.

$s3_whmecs = S3_getClient($vars['userid'], $s3_config['whmcs_username']);

// Set only if value specified.
if (lempty($vars['ops-value'])) {

// Set s3 bucket limits (ops).

S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],

"/?0stor-limits&emailAddress=" . $s3_whmcs['email'] .
"&limit-type=ops&limit-resource=" . $vars['ops-name'] .

'&limit-value="'
n PUT n
);

// Set only if value specified.
if (lempty($vars['bandwidth-value'

. $vars['ops-value'l,

m AL

// Set s3 bucket limits (bandwidth).

S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],

"/?0stor-limits&emailA
"&limit-type=bandwidth
'&limit-value="'
"PUT"
);

// Redirect back.

ddress=" . $s3_whmcs['email'] .
&limit-resource=" . $vars['bandwidth-name'] .

. $vars['bandwidth-value'],

header('Location: ' . $_SERVER['HTTP_REFERER'1]);

// Call function.
S3_setLimitsForUser($_GET);
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Client Profile
Summary Profile Contacts Products/Services Domains Billable Items. Invoices Quotes Transactions. Emails Notes (2) Log
#4 - Exempt from Tax: No  Auto CC Processing: Yes ~Send Overdue Reminders: Yes Apply Late Fees: Yes

$3 Limits for User

Type Name Value
ops default 000
ops get 3600.00
ops put 000
ops tist 000
ops delete 000
bandwidth out 100
Clients Information Invoices/Billing Products/Services Other Actions
First Name Paid 0(€0.00 EUR) Shared Hosting 0 Total) - Y eI
Last Name oraft 0(€0.00 EUR) Reseller Hosting 00 Total)
Company Name Unpaid/Due 0(€0,00 EUR) ves/server 00 Total) Create User
Email Address  client@example.com Cancelled 0(€0.00 EUR) Product/Service 0 Total) CelamlEr
Address 1 Landsberger Strae 110 Refunded 0(€0.00 EUR) Domains 00 Total) (e U
Address2 Collections 0(€0,00 EUR) Acceptad Quotes 0(0Total) Disable User
city Munich Income €000 EUR Support Tickets 00 Total) Generate Access Key
State/Region Bayern CreditBalance €000 EUR Affate Signups o Revoke Access Key
postcose o= i Create Invoice & View Orders @y ()

Country

DE - Germany Vict licare (aninff

Querying user limits in WHMCS

You can display the current limits with the ostor-limits service and parameter emailAddress
specifying the email address. WHMCS displays the user limits in S3 cluster when you click the Get
button. Create a file S3_getLimitsForUser.php with the following contents:

<?php

// Load configuration and libraries.

require('..
require('..
require('..
require('..

/.

4o
4o
/

./includes/staas_scripts/S3_getClient.php');
./includes/staas_scripts/S3_getConfig.php');
./includes/staas_scripts/S3_requestCurl.php');
./init.php');

// Get s3 user limits.
function S3_getlLimitsForUser($userid) {

// Load configuration.
$s3_config = s3_getConfig();

// Get whmcs user email.

$s3_whmcs

= S3_getClient($userid, $s3_configl'whmcs_username']l);

// Get s3 user limits.
$s3_client = S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-limits&emailAddress=" . $s3_whmcs['email'],

"GET"

);

// Store s3 result.

58
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$_SESSION['s3_limits_user'] = $s3_client;

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);

// Call function.
S3_getLimitsForUser($_GET['userid']);

>

Deleting user limits in WHMCS

You can delete the current limits with the ostor-1limits service and parameter emailAddress
specifying the email address. WHMCS removes the user limits from S3 cluster when you click the
Delete button. Create a file S3_deleteLimitsForUser.php with the following contents:

<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_getClient.php');
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Delete s3 user limits.
function S3_getLimitsForUser($userid) {

// Load configuration.
$s3_config = s3_getConfig();

// Get whmcs user email.
$s3_whmcs = S3_getClient($userid, $s3_config['whmcs_username']);

// Delete s3 user limits.

S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-limits&emailAddress=" . $s3_whmcs['email'],
"DELETE"

D5

// Clear array.
$_SESSION['s3_limits_user'] = null;

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);



// Call function.
S3_getLimitsForUser($_GET[ 'userid']);

>

Setting buckets limits in WHMCS

You can limit operations rate with the ostor-limits service and the following parameters: bucket
specifying the bucket name, default=, get=, put=, list=, delete= specifying the limit value.

Similarly, you can limit outgoing bandwidth of a response with the ostor-limits service and the
following parameters: bucket specifying the bucket name, out= specifying the limit value. WHMCS
configures the bucket limits in S3 cluster when you click the Set button. Create a file S3_
setLimitsForBucket.php with the following contents:

<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Set s3 bucket limits.
function S3_setlLimitsForBucket($vars) {

// Load configuration.
$s3_config = s3_getConfig();

// Set only if value specified.
if (lempty($vars['ops-value'l)) {

// Set s3 bucket limits (ops).
S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-limits&bucket=" . $vars['bucket'] .
"&limit-type=ops&limit-resource=" . $vars['ops-name'] .
'&limit-value=' . $vars['ops-value'],
"PUT"
);

// Set only if value specified.
if (lempty($vars['bandwidth-value'])) {

// Set s3 bucket limits (bandwidth).

S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],



$s3_config['s3_gateway'],
"/?0stor-limits&bucket=" . $vars['bucket'] .
"&limit-type=bandwidth&limit-resource=" . $vars['bandwidth-name'] .
'&limit-value=' . $vars['bandwidth-value'],
"PUT"
Vs

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);

// Call function.
S3_setlLimitsForBucket($_GET);

>

Querying bucket limits in WHMCS

You can display the current limits with the ostor-1imits service and parameter bucket specifying the
bucket name. WHMCS displays the bucket limits in S3 cluster when you click the Get button. Create
a file S3_getLimitsForBucket.php with the following contents:

<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Get s3 bucket limits.
function S3_getlLimitsForBucket($bucket) {

// Load configuration.
$s3_config = s3_getConfig();

// Get s3 user limits.

$s3_client = S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-limits&bucket=" . $bucket,
"GET"

);

// Store s3 result.

$_SESSION[ 's3_limits_bucket'] = $s3_client;

$_SESSION['s3_bucket'] = $bucket;

// Redirect back.



header('Location: ' . $_SERVER['HTTP_REFERER']);

// Call function.
S3_getLimitsForBucket($_GET[ 'bucket']);

>

Client Profile
Summary  Profile | Contacts | Products/Services = Domains | Billableltems  Invoices = Quotes | Transactions = Emails  Notes(2) = Log
#4 - Exempt from Tax: No  Auto CC Processing: Yes Send Overdue Reminders: Yes Apply Late Fees: Yes

$3 Limits for Bucket: client

Type Name Value
ops defaut 000
ops get 3600.00
ops put 000
ops tist 000
ops delete 000
bandwidth out 100

Clients Information Invoices/Billing Products/Services Other Actions
First Name paid 0(€0.00 EUR) Shared Hosting 0(0Total) 3 - User Management
Last Name Draft 0(€0,00 EUR) Reseller Hosting 00 Total)

Create User

Company Name Unpaid/Due 0(€0,00 EUR) Ves/server 0(Total
Email Address  client@example.com Cancelled 0(€000 EUR) Product/service 0Tota) CatlEzy
Address 1 Landsberger StraRe 110 Refunded 0(€0,00 EUR) Domains 0(0Tota) Enable User
Address 2 Collections 0 (€000 EUR) Accepted Quotes 0(Tota) Disable User
aiy Munich Income €0,00 EUR Support Tickets 0(0 Tota) Generate Access Key
State/Region sayern CreditBalance  €0.00 EUR Afflite Signups o Revoke Access Key
e B oo e S v oroars Query User (on/of)

Deleting bucket limits in WHMCS

You can delete the current limits with the ostor-1limits service and parameter bucket specifying the
bucket name. WHMCS removes the bucket limits from S3 cluster when you click the Delete button.
Create a file S3_deleteLimitsForBucket.php with the following contents:

<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Delete s3 bucket limits.
function S3_deletelLimitsForBucket($bucket) {

// Load configuration.
$s3_config = s3_getConfig();

// Delete s3 bucket limits.
S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-limits&bucket=" . $bucket,
"DELETE"
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// Clear array.
$_SESSION['s3_limits_bucket'] = null;

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);
// Call function.

S3_deleteLimitsForBucket($_GET[ 'bucket']);

>

Obtaining usage statistics in WHMCS

This section describes how to obtain usage statistics via in WHMCS for billing or other purposes.

Note
Delete statistics objects after collecting the required data.

Listing statistics objects in WHMCS

You can list all available statistics objects with the ostor-usage service and no parameters. The
output only contains objects that have not been deleted. WHMCS lists the available statistics objects
from S3 cluster when you click List statistics objects (on/off). Create a file S3_
listStatsObjects.php with the following contents:

<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// List s3 statistics objects.
function S3_listStatsObjects() {

// Hide now.
if ($_SESSION['s3_stat_objects'] == 1) {

// Hide.
$_SESSION['s3_stat_objects'] = 0;

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);

// Return immediately.
return;



// Load configuration.
$s3_config = s3_getConfig();

// Get s3 statistics objects.

$s3_client = S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-usage",
"GET"

);

// Store s3 result.

$_SESSION[ 's3_stat_objects'] = 1;

$_SESSION['s3_stat'] = $s3_client;

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);
// Call function.

S3_listStatsObjects();

>

Client Profile
Summary Profile Contacts Products/Services Domains Billable Items. Invoices Quotes Transactions Emails Notes (2) Log
#4 - Exempt from Tax: No  Auto CC Processing: Yes Send Overdue Reminders: Yes ~ Apply Late Fees: Yes
83 statistics List
Object Name

2017-03-21T12:38:

Clients Information Invoices/Billing Products/Services Other Actions
First Name paid 0(€0,00 EUR Shared Hostin 0 Total
5 ) e (©Totah 53 - User Management
Last Name oraft 0(€0,00 EUR) Reseller Hosting 00 Total)
Create User
Company Name Unpaid/Due 0(€0,00 EUR) Ves/server 00 Total)
Email Address  client@example.com Cancelled 0(€0,00 EUR) Product/service 00 Total) CelEler
Address 1 Landsberger strae 110 Refunded 0(€0,00 EUR) Domains 00 Total) Enable User
Address 2 Collections 0(€0,00 EUR) Accepted Quotes 00 Total) Disable User
city Munich Income €000EUR Support Tickets, 00 Total) Generate Access Key
State/Region Bayern CreditBalance  €0.00 EUR Afflate Signups o Revoke Access Key
Postcode 80330
uery User (on/of
i } Create Invoice 4 View Orders QuepiLeeglonom)
ooty DESSEInATY . List Users (on/off)
hone Number  +403961372840 & Create Add Funds Invoice 4 Add New Order
Generate Due Invoices o

/3 Reset & Send Password 2 Add Billable Item 3 - User Limits Management

= Files v

« Credit Card Information Manage Credits default ~|ops/s

& Login as Client 3 Craate New Ouinta Nl nloarect out v| bandwidth/s

Querying statistics objects in WHMCS

You can display usage statistics with the ostor-usage service and parameter obj specifying the
statistics object. WHMCS displays the accessed buckets, user ID, and counters when you click the
Get button. Create a file S3_getStatsForObject.php with the following contents:

<?php

// Load configuration and libraries.
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require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Get s3 statistics object.
function S3_getStatsObjects($object) {

// Load configuration.
$s3_config = s3_getConfig();

// Get s3 statistics object.

$s3_client = S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-usage&obj=" . $object,
"GET"

);

// Store s3 result.

$_SESSION[ 's3_object_statistic'] = $s3_client;

$_SESSION[ 's3_object'] = $object;

// Redirect back.
header('Location: ' . $_SERVER['HTTP_REFERER']);
// Call function.

S3_getStatsObjects($_GET[ 'object'1);

>

Client Profile
Summary | Profile | | Contacts = Products/Services  Domains  Billableltems | Invoices ~ Quotes  Transactions = Emails  Notes(2) | Log
#4 - Exempt from Tax: No  Auto CC Processing: Yes Send Overdue Reminders: Yes Apply Late Fees: Yes
83 istics for Object: s3 g¢ 17-2017-03-21712:38:36.000Z-1800
fmtversion  service, id start ts period bucket epoch user id tg  put  get  list  other uploaded downloaded
1 8000000000000017 1490099916 1828 dlent 98305 6 o 12 o 987604 o
1 8000000000000017 1490099916 1828 clent 90113 o o 4 0 o o
1 £000000000000017 1490099916 1828 o 1 o o o 153 o
Clients Information Invoices/Billing Products/Services Other Actions
First Name paid 0(€0.00 EUR) Shared Hosting 0(0Tota) e AT
Last Name Draft 0(€0.00 EUR) Reseller Hosting 0(Tota)
Create User
Company Name Unpaid/Due 0(€0.00 EUR) VPs/server 0(0Tota)
Delete User
Email Address  client@example.com Cancelled 0(€0.00 EUR) Product/service 0(0Tota)
Address 1 Landsberger Strage 110 Refunded 0(€0.00 EUR) Domains 0(Tota) Enable User
Address 2 Collections 0(€0.00 EUR) Accepted Quotes 0(Tota) Disable User
city Munich income €0,00 EUR Support Tickets 0(0Tota) Generate Access Key
State/Region Bayern CreditBalance  €0,00 EUR Affliate Signups o Revoke Access Key
Postcode s0339
. " uery User (on/off
o e Create Invoice 5 View Orders Query User (on/off
24 ermany - . List Users (on/off)
Phone Number  +498961372840 ¢ Create Add Funds Invoice <4 Add New Order

Generate Due Invoices

43 Reset & Send Password A Add Billable Item

3.- User Limits Management

Deleting statistics objects in WHMCS

You can delete existing statistics objects with the ostor-usage service and parameter obj specifying
the statistics object. WHMCS removes the statistics object from S3 cluster when you click the Delete
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button. Create a file S3_deleteStatsForObject.php with the following contents:
<?php

// Load configuration and libraries.
require('../../includes/staas_scripts/S3_getConfig.php');
require('../../includes/staas_scripts/S3_requestCurl.php');
require('../../init.php');

// Delete s3 statistics object.
function S3_deleteStatsForObject($object) {

// Load configuration.
$s3_config = s3_getConfig();

// Delete s3 statistics object.

S3_requestCurl(
$s3_config['s3_key'],
$s3_config['s3_secret'],
$s3_config['s3_gateway'],
"/?0stor-usage&obj=" . $object,
"DELETE"

);

// Clear array.
$_SESSION['s3_limits_bucket'] = null;

// Redirect back.

header('Location: ' . $_SERVER['HTTP_REFERER']);

// Call function.
S3_deleteStatsForObject($_GET['object'1);

>
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